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SUBJECT: Use of Federal Government Communications Systems

1. PURPOSE: To Outline Federal rules governing the use of communications systems.

2. FACTS: Federal Government communication systems including telephones, facsimile machines, electronic mail, internet systems and commercial systems when paid for by the Federal Government shall be for official use and authorized purposes only. (DoD 5500.7-R, 2-301) This regulation is applicable to all ARNG employees, military, civilian, full time and M-day, and state employees who have access to federal government communications equipment.

a. Official use includes communications that are necessary in the interest of the Federal Government.

b. Authorized purposes include: 

(1) Communications made by DoD employees traveling on Government business to notify family members of transportation or schedule changes.

(2) Personal communication from employee’s workplace that are most reasonably made from the workplace, such as checking on spouse or minor children, scheduling doctor and auto/home repair.

c. Authorized communications are permitted when:

(1) They do not adversely affect the performance of                  official duties of the employee and are of a reasonable duration and frequency. The internet can also be used

as a resource for professional development or for personal

use before or after duty hours. Supervisors should define  before or after duty hours.

            (2)   The use would not reflect adversely on DoD (such as    

            pornography, chain letters, unofficial advertising or 

            selling.

d. Use of Federal Government communications systems may be monitored at any time.

e. DoD employees shall not transmit classified information over any communications system unless it is transmitted using approved security procedures and practices.

f. Supervisors are responsible for overseeing the use of Federal Government communications systems by their subordinates. When using government communications equipment for personal use the employee must ensure such use:

(1) Will not adversely affect the employee’s official duties.

(2) Is reasonable in duration and frequency, and whenever possible, made during the employees personal time.

(3) Serves as a legitimate business interest. The use serves to educate the employee, enhances professional skills, or assist in job searches as a result of downsizing.

(4) Does not reflect adversely on the organization, such as searching pornographic sites, chain letters, and illegal activities or inappropriately handling classified material.

(5) Will not financially obligate the government. 
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